SERVICE HOTLINE

REFERENCE NUMBER: 159/2022
15 November 2022

REMINDER - ENHANCED TLS ENCRYPTION ON JSE FTP SERVERS - EFFECTIVE 28
NOVEMBER 2022

We notified you via Service Hotline 115/2022 that the JSE will be enhancing the current
versions of the Transport Layer Security (TLS) protocol on the two JSE FTP servers — IDP
and Bond FTP.

This service hotline serves as a reminder that the TLS protocol change will be
implemented on Sunday, 27 November 2022 and the change will become effective from
Monday, 28 November 2022. It is imperative that you cater for this security upgrade to
ensure that your access and use is not disrupted from the implementation date.

As a value-add, to assist your development and testing activities of this change, we
introduced a new separate test IDP server on from Monday, 29 August 2022.

The following detail has been provided for you to make the necessary changes to any
services that automatically or manually utilise these servers/sites for data.

Public Domain Name | Type Public IP Disabling Available
TLS1.0

Bondftp.jse.co.za FTP 196.216.154.144 TLS1.2
TLS1.1
TLS1.0

Idp.jse.co.za FTP 196.216.154.143 TLS1.2
TLS1.1

Kindly forward any queries about this change to our Client Service Centre using the
contact details in this hotline.
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https://clientportal.jse.co.za/Content/JSEHotlinesItems/JSE%20Service%20Hotline%2011522%20Market%20Data%20All%20Markets%20-%20Introduction%20of%20New%20Test%20IDP%20FTP%20Server%20and%20Enhanced.pdf
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